
 

Out-of-bounds access 

locate the original location： 

 
This is a bitmap-related function, pSrcData represents the cached data, and SrcSize 

represents the size. View the parent function that called the function： 

 

There is already a problem here, integer overflow. The second parameter is an unsigned 

integer, but it may be negative here, causing the parameter SrcSize in the subfunction to be 

very large. However, the cause of this exception is not here yet. 

View the origin of planes [0]： 

 



Planes [0] is bitmapDataStream, and SrcSize is bitmapLength. 

 

Look at the history of cacheBitmapV2:： 

 
This function initializes a variable of type CACHE_BITMAP_V2_ORDER。 

 

Details of initialization:： 

 

Read the bitmapLength variable here: 

 

Then use this bitmapLength to malloc a heap block. 

 

 

The problem is that when the read bitmapLength is 0, the pointer points to the end of the 

heap block, and then in the function that triggered the exception, the heap block is read, and 

the read is traversed, resulting in an out-of-bounds access. 


